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1. Introducere

Acest ghid prezinta modul in care se exporta manual certificatul calificat.

ATENTIE!

e Fiecare capitol este destinat unui tip de dispozitiv.
e Asigurati-va a dispozitivul este conectat la portul USB al calculatorului.

2. Exportul certificatului calificat pentru dispozitivul Athena

In continuare sunt prezentati pasii care trebuie urmati pentru exportul certificatului calificat:
Se deschide programul IDProtect Manager urmand calea:
e Pentru Windows XP/7: Start — All Programs — IDProtect Client — IDProtect
Manager.
e Pentru Windows 8/10: Start — IDProtect Client — IDProtect Manager.
Dupa deschiderea programului va apdrea fereastra din figura alaturata.
Selectati tab-ul “Certificates & Keys”.
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File Certificate PIN Help
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General  Certificates &Keys

Qi

|
Athena ASEDr... Crrdl e ADEsoleck ‘
Card label Trans Sped QCA |
Card state Personalized |
OS version 3.0028 (ECC-SM) [
Serial number 0A54002012297130 [
Total memory 73728 Bytes
Total free memory 24460 Bytes |
|

Biometrics enabled No
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Your Trusted Service Provider

In fereastra care apare introduceti codul PIN.
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Trans Sped QCA

Enter your User PIN

l
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[[] Change PIN after verification
Cancel Verify
Dati click pe butonul Verify.
| 7 |
k2 ‘
Trans Sped QCA
Enter your User PIN
[eoccccee Il |
[[] Change PIN after verification
Cancel Verify

Din lista de certificate afisatd apasati dublu click pe fiecare certificat ce contine numele
dumneavoastra pentru a il identifica pe cel nou (cu noua perioada de valabilitate). Dupa
identificarea certificatului inchideti fereastra unde ati vizualizat perioada de valabilitate a

acestuia prin apasarea butonului OK.
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File Certificate PIN Help
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- General
S ‘ =2 carI
Athena ASEDr...

<

Certificates &Keys

=-{_] 3834656A6807B3E0A6BC67C6A45DA2144443
&) Key <AT_KEYEXCH, 2048>
[3) Mircea Angelescu <AT_KEYEXCH , 2048>
- (] 4FBAD6F4B2046296 19B8ES620FFIEAACICB
&) Key <AT_KEYEXCH , 2048>
[3) Mircea Angelescu <AT_KEYEXCH , 2048>
=] le-09571d07-e470-4602-b88e-70d7ed632d2
&Y Key <AT_KEYEXCH , 2048>
C3) Mircea Angelescu <AT_KEYEXCH , 2048>
21070 le-ANARY3AAR-24NA-AA87-2F52-Ra8 140473
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General Detals Certification Path

A Certificate Information

This certificate is ded for the following p (s):
* Proves your identity to a remote computer
* Protects emai

©0.4.0.194112.1.2
®1,3.6.1.4.1.39965.1. 1.1

*Refer to the certification authority's statement for detaits.

Issued to: Mrcea Angelescu

Issued by: Trans Sped QCA G2

| Valid from 13/01/2018 to 13/01/2020 |

T You have a private key that corresponds to this certificate.

[1nstal Certificate...| | Tssuer

Reveniti la fereastra initiald si selectati certificatul dand click stanga pe numele
dumneavoastra (certificatul va fi selectat daca apare Tncercuit cu albastru ca in figura
alaturata).

Apasati pe iconita "Export certificate” @

/2 IDProtect Manager g - X
File Certificate PIN Help

RE RN R

” General Certificates &Keys
=-{_] 3834656A6807B3E0A6BC67C6A45DA2144443
Athena ASEDT... &1 Key <AT_KEYEXCH, 2048>

€] Hircea Angelescu <AT_KEVEXCH , 2048>
=-{_] 4FBAD6F4B2046296 19B8E8620FFIEAAC 1C9B

&Y Key <AT_KEYEXCH , 2048>

L3 Mircea Angelescu <AT_KEYEXCH , 2048>
-] le-09571d07-e470-4602-b88e - 70d7ed632d2

&' Key <AT_KEYEXCH , 2048>

L2 Mircea Angelescu <AT_KEYEXCH , 2048>

=100 le-ANAI2AFR-I4ANA -4AGT7-aF52-RaG 1 4ad) R
< >

Selectati “To Store” si apoi apasati pe butonul “Export”.

Spedfy the name of the file that you want to export:

[ Browse...

l
O To File Export
(@ To Store Cancel
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Fereastra care va aparea va confirma exportul certificatului. Apasati OK si inchideti aplicatia.

oK

Urmatorul pas este verificarea exportului, procedura detaliata la punctul 4.

3. Exportul certificatului calificat pentru dispozitivul eToken

Tn cazul dispozitivul eToken, pentru a efectua exportul certificatului este necesar si restartati
PC-ul avand dispozitivul introdus Tn portul USB.

Urmatorul pas este verificarea exportului, procedura detaliata la punctul 4.

4. Verificarea exportului certificatului calificat
Pentru a verifica daca pe calculatorul dumneavoastra s-a exportat cu succes certificatul,
parcurgeti urmatorii pasi:

Deschideti Internet Explorer, in meniul principal alegeti “Tools” (' )—“Internet
Options”.
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G Mtps//wwvw googhesos gws id « @0 Seach. jo  » 2

File
Zoom (125%)
Safety
Add site 10 Apps.
View dowsioads Cure)
Manage 3dd-crs
F12 Developer Tools
G0 to pinned sites
Compatibility View settings
| imemetoptos

Google

Google Search Fen Feeling Lucky

Google offered . Romind magyar Deutsch

Romania

Advertising Busness About Prwvacy Torms Settings.

Apasati pe butonul “Certificates”.

Internet Options ? X

Certfficates
Use certfficates for encrypted connections and identffication.
Clear SSL state Cetficates |  Publishers |
AutoComplete -
e AutoComplete stores previous entries Settings
on webpages and suggests matches for
you.
Feeds and Web Slices -
@ Feeds and Web Slices provide updated Settings |
f] content from websies that can be read
in Intemet Explorer and other programs.
OK Cancel Apply
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Daci la rubrica “Personal” apare Certificatul Calificat cu numele dumneavoastrd inseamna
ca exportul a fost efectuat cu succes.

Intended purpose: <Al> v

Personal Other People Intermediate Certification Authorities Trusted Root Certificatior ¢ | *

Issued To Issued By Expiry Date Friendly Name
[IMircea Angelescu Trans Sped QCA G2 13/01/2020 <None>

Import... Export... Remove Advanced
Certificate intended purposes
Client Authentication, Secure Email
View
Close
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